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DearAdministratorMilgram:

The proliferationofforeign commercialcyber surveillancetools raises significantpolicy and

counterintelligenceconcerns for the Intelligence Community(IC) and the broader U.S.

Government. To more effectively address these challenges, the IntelligenceAuthorizationAct for

FiscalYear2023, incorporated into the soon-to-be- enactedNationalDefense Authorization Act for

FiscalYear2023, provides the IC with new authorities to mitigatethe national security threats posed

by foreigncommercialspyware.

Recent public reporting indicates that the Drug Enforcement Administration (DEA) may be

utilizing one such spyware product , Graphite , sold by the company Paragon , in its operations . Such use

could have potential implications for U.S. national security , as well as run contrary to efforts to deter

the broad proliferation of powerful surveillance capabilities to autocratic regimes and others who may

misuse them.

Pursuantto 50 U.S.C. 3092, all U.S. Government agencies involved inintelligence

activities must provide any information or materialconcerning those activities to the congressional

intelligence committees upon request. Therefore, to inform ongoing congressionaloversight, the

Committeerequests your written answers to the enclosed classified questions no later than January 15,

2023. We further request that you commit to make available relevantDEA leadership to provide

additionalbriefings to Committeestaffas needed.
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Welookforwardto receivinga timelyresponse and appreciatethe DepartmentofJustice's
commitmentto counteringthe unauthorizedexploitationofAmericans' sensitivedata, as well as to act

decisivelyagainstthe threatsposedby foreigncommercialspyware.

Sincerely

ClassifiedEnclosure

Adam B.Schiff

Chairman

TheHonorableMichaelR.Turner, RankingMember

The Honorable Avril D. Haines, Director of National Intelligence

The Honorable Lisa O. Monaco, Deputy Attorney General
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